Profile Center

System Profiles Rate Profiles Sales Profiles Security Market Profiles General Profiles Market: | SAMPL h

Security

PREEFF®

© 2011 - Profitec, Inc.






PROFITEC
WE Security

CONTENTS
(0111 [ST =] o] (=] 1
COMMON PROFILE CENTERFEATURES......cttuiiiitiieeitieee et e e e et e e st seesemra e s eaan e e eaannns 2
SYSEEIM SECUILY ©uvvtuuttiiitiiie st r e e e s e e e e e e e e e e e e e e e et e e ettt et e ettt ettt ettt e et aeeaaaeaaaaaaaaaaaaaaaaaaaaaaeaeeeeeeeees 3
COMMON PROFILEBUTTONS. ...cutiiiitiiieieie ettt e et e e et e e e s rmsee e s s et e e seaa e e saaaessabnaeesanas 4
ACCESSINGSYSTEM SECURITY 1uittittiiiietieiieteetiettessaseteetssssssnsssnstasrtassnsssnessaensasns 5
ADDING ANEW USER .. ..cuuiiiiiiiieiiiieee it eee e et seeeseatae e e s et e s saaaaesssseessstnseessanaesed G..
ST g AN F= U 1= 7
00 Yo 11 | 0 7
[0 T3 1= To [N 1V | ST 7
= LYo 1Yo o [ 7
Password Never Changes ...........ooiiiieeesummmmn e eeeeeeeeentennanasa s e e e easeeaeeeeenaeneeees 8
Y o3 (V2= (=T B 7= (=T 8
EXPIFAtioN DAt .....covviiiiiiiiiii e 8
10 F= T 8
CUSLOMET SEIVICE REP. wuuuuiiiiiiii it eeeeeeeet ettt 9
(U o1 T T A= 1 2 =N 9
[0 |11 g I = (=] £ (] o 9
1Y e AN |8 11 1= o | USSR 10
(O 0T 1= 10
Trusted Sales ChanNEIS.........oiiiiii e ee e 10
Group MembBErSHIP ... 11
[0S =y [T 1 = TR 12
Selecting USer RIGNTS ......uiiiii ettt e e e e e eeeeeeeeeneeeeeeees 12
Copy an Existing User's RightS ..........cooviieeeiieie e 16
AADVANCED OPTIONS. et ittiitiite ettt ettt et e et e b s s e e aanssa et s et s sn st s et srnrasnestarnarnss 71
DTS o o I N\ [0 (S 17
= TV 0T (o IV AT= Y 18
PIN/PAC VIBW....uniiitieeii et s et e e s ate s e s aae e e st s e s saan e e s ennnneesannsnss 18
Pre-Existing Address Validate ... 18
Allow Failed AAAress OVEITIOE.............ivvmn e e et e e e e e e s 19
Personal NOTE ACCESS ......ccoeii ittt e et e e et eeeeeaaaans 19
Global Plan Change ACCESS......ciiiiiiie e eeeeeeeeecieee s e e e e e e e e et rnnes 20
TruSted FUNCHIONS. ... e e n e a e eaas 20
Do Not Auto Fill AQING Grid.........oovvieeiiiieeeeeeeiitires e e e e e e e e e e e e e nnnnneees 21
ONIINE CSR ACCESS .. .ottt ceemmre e e e et e e eeta e s s e entaeranes 21
Force Acct. ACCESS NOLE AQd ........ciiviiiiceemee e e e enees 22
ShOW LOGIN CONSOI.......uiiiiiiiiiiiiii i ettt e e e e e e eeeeaeeees 22
AlloOW REMINAEIIDUE ACCESS ..vnnieviieiiee et e e e e s s 23
Participates in Collection Call ACHVILY .......cccooiiiiiiiiiiiiiiiiiie e 24
Allow Credit REPOM ACCESS ......ccvvvurriiiimmmmereeeeeeeninasseeaeeeeaeseeeeeesesnnnnnnnnnnnees 24
Consumer Secured ACCOUNES ONIY ....coiiiiiiiiiiieceecceeeie e 25
M ESSAGHSIGNATURE ... .ccettueeitt ettt eeseteeeset e e sata s eeeesnsaa e sestaaesesasesernsesssnaesrernaeeees 26
UPDATING AN EXISTING USERPROFILE......u ittt eeem e 27

3/14/2011






PREFFC

Security

Profile Center

This document describes tBECURITY module found in the Profile Center.

Profile Center

Systemn Profile Management

System Profiles

Rate Profiles Sales Profiles Security Market Profiles General Profiles Market: | SAMPL -

ThePROFILE CENTER is divided into six modules.

These five modules are used to create profile coged throughout your database:
The SYSTEM PROFILES module is used to create:

1.
2.

3.
4.

Discounts and Non-Usage Charges

Additional Profile Codes, such as Equipment, FeetumMonthly Recurring
Changes, and other Profiles that are used throughewsystem

Carrier Information codes
And Track Financial Activity

TheRATES module is used to create rate tables used to asécul

1.
2.

Terminating rates
Recurring and Non-Recurring Fees

TheSALES PROFILES module is used to create:

1.
2.

3.

Codes representing your Sales Agents

Commission Plans used during production to caleutatimmissions for your
agents

Reports that will assist in paying your agents cassions

TheSECURITY PROFILES module is used to create user ids and passworgsto users to
access various areas of the system.

The MARKET PROFILES module is used to setup default information usedughout your
database. These items include:

1.
2.
3.
4.
5.

System wide messages
State messages
General Market Defaults
Cycle End Dates
Market Settlements

TheGENERAL PROFILES module is used to perform various tasks withingyetem.
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Common Profile Center Features
Many areas of the Profile Center include tooltipsshort descriptions specific to the Profile
Center as you mouse over items.
e

Profile Center
System Profile Management

System Profiles Rate Profiles Sales Profiles Security Market Profiles General Profiles Market: | SAMP1 h

1. MOUSING over/ CLICKING the wordsPROFILE CENTER in the Profile Center banner
displays information about the Profile Center. Biikersion as well as Build Date display.

About PROFILE CENTER

Profile Center Version

For IE & Browser Native Mode Only

Profile Center Build Version:
System Profile Management Build Date: 08/16/2010
{:’] 3 Copyright 2010 Profitec Inc.
[k For abouk Profile Center |

 System Profiles |~ Rate Profiles ErmEnt: ez SUEN

Warning: This computer program is protected by
copyright law and international treaties.
Unauthorized reproduction or distribution of this
program, or any portion of it, may result in severa
civil and criminal penalties, and will be prosecuted
to the maximum extent possible under law.

Close About

2. MOUSING over/ CLICKING yourLOGIN NAME is use to logon as a different user or change
databases as shown below.

Profile Center Login

"""""""""""""""""" Market PROGL -
{b——’ Login ID SANDRA
|Click to Logon as different userfdatabase Password

3. MOUSING over/ CLICKING HELP displays the Profile Center Help menu. Each module
the Profile center includes a help document as belmw.

PROFILE CENTER HELP

System Profiles

Rate Profiles
Market: |PRO : Sales Profiles
Click. For Help SoTm S

Market Profiles

Close Help

4. The down arrow next to the current Market is usedwitch to another market within your

database. ST

Market:  PROGL T}S
MARYS
PROGL
SAMPL
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System Security

SYSTEM SECURITY module is where user rights are established andtanaed. Security
defines who can access the system and where tatstedlowed to function within the system.
A user’s information is entered in three sections:

USER INFORMATION RIGHTS $ ADVANCED OPT|0N5$MESSAGE/SlGNATURE
Defines the user and Specifies areas the use Defines which addition Area for message, log
how OmniBill identifies can view, update, edit, tools/privileges the user »and scanned signature
that user. add, or delete informati can acces (CSR profiles only).

The first time OmniBIll is accessed, the Admin lw@UPER must be used as the
LOGIN ID . Thepasswordshould be lefblank when logging into OmniBill fothe
first time. The system prompts the user to set a passwboelAdmin Login ID is a
default User ID that comes with the OmniBill datséd his user ID by default only
has access to System Security.

Click OK and theCHANGE OMNIBILL PASSWORD screen appears. The new password must be
typed in theNEW PASSWORD area and retyped in ti@NFIRM NEW PASSWORD area. This
only happens the first time the OmniBill is acces3#&’henOK is clicked, the Market General
Information screen appears and must be completiatebthe remainder of the system can be
accessed.

Change Omnibill Passworc _'

I Hew Pazsword I
[Confirm New Passwurd|

W7 0 | € cancel |

WhenMARKET GENERAL INFORMATION is completed and saved, the administrator can only
accessSYSTEM SECURITY or EXIT OmniBill. Administrators should proceed by cregttheir
system profile. Administrators usually give themssl master rights so they have access to all
areas of the system. The administrator must cnesge profiles for each user who will use the
system. No one can access the system without gepestablished in System Security.

Changes made to a user’s profile do not take effistiltthe user logs out and logs in again.
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Common Profile Buttons

The following items are used throughout the Praféeter.

The binoculars are used as $ifARCH button.

-

The eraser is used as tBEEAR SEARCH CRITERIA button.

e
LI

The green circular plus is used asARRD button.

The red circular white X is used as tBeEAR ERROR MESSAGE button that appears only
when an error is encountered and trapped.

The small blue arrow right is used as 8L ECT button in grids throughout System Profiles.
Clicking this button only selects a row; clickirtgetblue underlined link-description to the right
of the arrow does both a select and a go thatalispletail for the selected summary record.

The small circular red circular white X is the dses thdDELETE button in grids throughout
System Profiles.

The large green check is used as@ie button on pages throughout the Profile Center.

The large red X is used as tBANCEL button on pages throughout the Profile Center.

)X & O

>

The ‘sign forbidden’ is used as the ‘No’ buttonpopup message boxes where the question ‘One
or more data fields has changed. Do you wish te sla@se changes now?’ is displayed.

D ¢

The floppy disk is used as tBAVE button. This is the enabled image.

1]

The grayed out floppy disk is used as 8R/E button to create a disabled appearance.

The two cylinders are used as DEPLICATE selected Row button to create an exact duplicate
of the item selected.

The add button is used where it's permisstbldDD A NEW ROW to a grid.

Icons used throughout the Profile Center includeddtip or a short description specific to the buttas
you mouse over the item.

Sales Channel Profiles: Channel Information Detail

/ [ One or more data fields have changed. Do you
= wish to save these changes now?

v O X
e
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Accessing System Security

In order to access any areas of OmniBill, userstnarge a Login Id, passwords, and user rights
assigned to them. The System Administrator as aglisers given access rights to the System
Security module can assign user rights. Considees’s job function when assigning rights to
individuals. Security controls what information tsean view, add, update, edit, and delete in
the database.

Action Descnptlon
1. Click SYSTEM USER MAINTENANCE The SYSTEM USERS screen displays a list
from SECURITY. of system users.
Market Profiles: System Users Summary
[ JWame —— TuserD IPWDChange ] AciiveDate  JDeacidate Jiastbogin | &3
=P |ABC Sales Access ABC 04/11/1998 '&
=¥ | Admin SUPER 04/13/2007 at 02:27pm '&
=¥ | Bill Bighux BIGBUX 02/25/2002 05/15/2008 at 10:19am '&
=¥ Demo DEMO 08/21/2007 08/23/2007 at 06:01pm f;
= | Guest User GUEST 08/07/2000 10/27/2008 at 04:39pm '8
=¥ | Jim Smith JIMG 09/16/2005 01/06/2009 at 10:25am '8
= | Jchn Manager JOHNM 09/25/2003 02/26/2009 at 01:59pm -&
= | Juan Valdez JUANV 08/11/2005 '@
=% |Mark Goduto MGoduto 01/27/2004 02/27/2009 at 12:25am '0

The SYSTEM USERSIist shows theNAME of each user who has or had access to the system,
the USER ID, the next date the password needs to be cham@RICED PASSWORD), the

first date theJSER ID is valid (ACTIVATE DATE ), and theDEACTIVATE DATE if the USER

ID is no longer valid. The last column is a systemegated AST LOGIN field. It is used to
track the date and time the user last logged gy stem.

2. Click the user name from the list to access thgaté&n Security detail screen.

The LAST LOGIN field also appears on the User Information tathinSYSTEM SECURITY

screen.
e con tom ey

User Name [Sallv Repp |

User Information || Rights | Advanced Options | Message/Signature

Login [0 |SALEY I Locked out
Password [*+seeee ™ Password Never Changes
[Monthis) =] Next Password Change On
e 9/26/2003  [E
=)
| Last Login
ice Rep. [no - I bublish Name
I~ Fublish Extension
Max Adjustment =0,
channel [no ~

Fulfullment

Help Desk

MARKET Marketing Group
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Adding a New User

Before a user can access OmniBill, he or she masst | security profile created and stored in
System Security. The user’s security profile defin@ what extent the user is able to function
within the system.

Action

Description

1.

2.

3.

Click SYSTEM USER MAINTENANCE

from the Security drop down list.

TheSYSTEM USERSIist appears.

System Users Summary

oo | e 7
Name User ID PWD Change Active Date Deact Date Last Login =

= ABC Sales Access ABC 04/11/1998 @

=% Admin SUPER 03/29/2010 at 01:55pm fa'

=p Bill Bigbux BIGBUX 02/25/2002 05/15/2008 at 10:19am a-

=¥ Demo DEMO 08/21/2007 08/23/2007 at 06:01pm @-

=¥ Guest User GUEST 08/07/2000 10/27/2008 at 04:39pm @

=¥ lim Smith JIMG 09/16/2005 03/03/2010 at 11:58am &

=§ John Manager JOHNM 09/25/2003 08/30/2010 at 02:46pm a-

=¥ Juan Valdez JUANYV 08/11/2005 @-

=¥ Mark Godute MGodute 01/27/2004 03/17/2010 at 11:47am @

= Omnifgent OMNIAGENT 01/01/2005 03/28/2007 at 11:46am &

= OmniSignUp OMNISIGNUP 01/01/2005 a-

=§ Randy Roberts RANDY 08/23/2000 01/27/2010 at 12:32am @- o

=¥ Read Only User READ 03/31/2004 12/08/2006 at 04:40pm @

=¥ Ronald Williams RONNY 1 Day(s) 04/30/1993 &

=¥ Sally Repp SALLY 1 Month(s) 09/26/2003 09/13/2007 at 02:48pm a-

=F Sam Jones SAM 04/11/1998 10/01/2007 at 11:02am @-

= Sam Smif ith AMMY 01/04/5001 02/02/2010 at 01:060m %} a

v %

Click theGREEN PLUS button.

TheSYSTEM SECURITY screens opens.

Profile Center: System Security Add

User Name ||

User Information | Rights | Advanced Options || Message/Signature

Login ID

I™ Locked out

Password

™ password Never Changes

Activate Date 8/31/2010 )
Expiration Date B

Password Change Every | month(s) 7| Next Password Change On

Email |

| Last Login
Customer ServieeRep-[ =] [eublish name I

Extension

™ publish Extension

Max Adjustment

Channel

Group Membership

Group Description
Account Processing
Customer
Customer Cars Group
Fulfullment

HDESK Help Dask

MARKET Marketing Group

Enter theUSER’'S NAME, LOGIN ID
PASSWORD.

and ThePASSWORD is always encrypted and not
visible to any users in the system, regardless of
what rights they may have.
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User Name
The USER NAME is the complete name that identifies the user.
Login ID

The LOGIN ID is used when the user logs into the system. Eatbnathe user performs
(transactions, changes to customer’s accountss nwwtible tickets, etc.) is associated with the
LOGIN ID.

The Login ID can be alphanumeric and a maximumigiitecharacters. No users can share the
same Login ID and it must be unique for the datab#fisthe same Login ID is entered for
multiple users, a message appears when you 8y\a the user profile:

Profile Center: System Security

This user login already exists.

Locked Out

The LOCK OUT feature prohibits a user’s access to the dataffdse.option functions in two
ways depending on theitial setting for thee OCK OUT box.

Profile Center: System Security Add

User Name ‘SE”V Repp ‘

User Information | Rights | Advanced Options | Message/Signature

Login ID |SALLY ¥ Locked out
Password ™ password Never Changes
Password Change Every | Next Password Change On

Activate Date 8/31/2010

Expiration Date

Email | | Last Login
Customer Service Rep. M| ™ publish Name ]

Extension I™ Publish Extension

Max Adjustment 30

Channel -

Checked The user login and password no longer are recodnikbe use
cannot access the system.

Unchecked Three incorrect user login attempts trigger the tesys to
automatically check the box and lock the user duhe system.
This is a security precaution intended to prevenuadesignated
user from accessing the system. If lockout ocoomly a user with
access to the System Security can clear the chekkma

Password

The PASSWORD s not case sensitive and must be at least fivel{&racters and a maximum of
15 characters. The password can be any combinattietters or numbers.

The password cannot be the same as the Login Ifwotain any portion of the LOGIN ID, i.e.
JOHNZ2 is not a valid password for the LOGIN ID JOHN

Profile Center: System Security

The Password can not contain the Login ID. Please choose another Password. N
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Password Never Changes

When checked, the password for the user never espithe box is unchecked by default. If
checked, th®ASSWORD CHANGE EVERY andNEXT PASSWORD CHANGE ON fields do not
appear.

Profile Center: System Security

User Name |John Stocki ‘

User Information | Rights | Advanced Options | Message/Signature

Password _ ¥ password Never Changes

Activate Date 8/31/2010

Expiration Date

If unchecked, the®PASSWORD CHANGE EVERY and NEXT PASSWORD CHANGE ON fields
dictate how often the user is forced to change thessword. The first input area uses a numeric
value, and the drop down list identifies the measafrtime (Days, Weeks, Months, and Years).
The system automatically prompts the user to chémgje password at the appropriate time.

Profile Center: System Security Add
User Name |John Stocki ‘
User Information | Rights | Advanced Options || Message/Signature
Login ID JOHN I™ Locked out
Password [***ee"* ™ Password Never Changes
Password Change Every |1 Monthis) 'I Mext Password Change On
Activate Date 8/31/2010 =)
Expiration Date [E

Activate Date

The ACTIVATE DATE is the first date the user is allowed to accesssiystem. If no date is
defined, the date the profile is created is used.

Expiration Date

The EXPIRATION DATE is the last day the user is allowed to accesssyis¢em using the
established user name.

Emaill

TheEMAIL field is used in conjunction with the Action Tidkemodule. Action Tickets are used
to identify customer issues and troubles. Enteangemail address here allows the user to
receive an assigned trouble ticket through emhilhé email field is blank, the trouble ticket
cannot be delivered to the user.
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Customer Service Rep.

This YES/NO field defines whether or not the user is a custasevice representative. Selecting
YES:
Adds the user’'s name to a CSR selection list wissigaing a dedicated customer
service representative to an account.

Enables the Message/Signature tab where a custeemeice representative can
create a message that will print on their accoovices.

Customer Service Rep. | Vl D Publish Name
Ewxtensicn | | [l publish Extensicn
Max Adjustment| SD|
Channell v|
Publish Name

If checked, a user designated as a customer sarpcesentative will have their name print on
invoices for all accounts for which this user idested as the dedicated customer service
representative. You must select a Customer SeRégpewhen selecting Publish Name.

Profile Center: System Security

ERROR in chkPubName_CheckChanged: please select a Name to publish

Publish Extension

If the user is a customer service representativehas specific customer accounts assigned to
them, checkingPUBLISH EXTENSION causes the customer service representative’s sateto
print on account invoices.

An extension must be entered in order to publish, dhan extension is not entered and the
Publish Extension field is checked a message displa

Profile Center: System Security
ERROR in chkPubExtn_CheckChanged: please enter an Extension to publish

Faeriple ComurrmnBcntioarn
Ona Bames Park Soulh Account Name: ACME INCORPORATED
YimEngiord, CT DEHE
- T Involce Date: 0&a/08,/2004

Account Number: 10000000174
Invoice Number: 041520001
Page Number: 3

PUBLISH NAME PUBLISH EXTENSION

CONTRCTING UUS AT Sample Communications Corp

Your Customer Care Representative iz|William Bailey] at extension] 2235

IMPORTANT HEWS AND INFOFMATION FROM Sample Communications Corp
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Max Adjustment

The value entered represents the maximum datlarstmeneamount the user is allowed to apply
to a single transaction withTaansaction Type code ofu or 1. Only transactions specified as an
adjustment-type transaction are affected by theevatored here. The maximum amount that can
be entered is 999999 and will display as $999,999.

Channel

The CHANNEL drop down list is & ES/NO option. When set t¥ES, the user is designated as a
Sales Channel in the system and their login IDutsraatically appliedREAD ONLY RIGHTS .

READ ONLY RIGHTS for a user designatecES as Sales Channel can only be overridden when
the POWER FIELD is checked.

||Channe| | ves =~ Einer‘;|

If the POWER field is checked, the settings in tR6GHTS tab can be customized for the user.
ADD, UPDATE/EDIT, DELETE or READ ONLY options can be granted for any module.

If the POWER option isnot checked, all settings on tHREGHTS tab are ignored, even when
Master Rights are selected.

Trusted Sales Channels

The TRUSTED SALES CHANNELS grid is used to select which Sales Channel acsdiet user
can access when logged into the system.

Channel | ves R [¥] Power

Group Membership Trusted Sales Channels

BILLBBUX Bill Bighux
CUCARE Customer Care Group COMMINCT Commission Junction

HOUSE House Channel

| |
O |ae Accoun t Processing O aec ABC Sales Agency
O O
[l O
] O
O O

HDESK Help Desk JIMGREEN James Green

Click the checkbox next to each Channel to giveuser access to accounts where:

They are the Channel ID assigned.

They are allowed access to other Sales Channeliatsco
Sales channels with tl®OWER ID option who are granteiDD rights will have their channel Id
automatically fill in when they add an account im@Bill. If they have multiple Channel names

highlighted, their channel ID does not automaticéill in, however only the highlighted channel
IDs under Trusted Sales Channels appear as a choice

System administrators must be sure to select theni@f ID for which the profile is being
created or that channel will not be able to actissis own accounts.

10
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Group Membership

Selectinga USER GROUP from the Group Membership list is a required sidpen creating a
user’s security profile. Th&&EROUP MEMBERSHIP list is used in conjunction with Action
Tickets. Action Tickets are assigned to Groupstfacking purposes. Refer to Section 13 —
Action Tickets for more information.

Users can be associated with multiple groups bgcsag them in the list. The default choice,
SYSTEM - SYSTEM GROUP, ships with the database and can be used toysttisfrequirement
if you are not using Action Tickets.

The list at the right shows multiple User ] Group Membershi —
B[ | ueerroup | Group Description |
Groups selected. The groups are created in o1 |ar tp
System Utilities. Refer toSection 21 for o . — S
. . . Cs Customer
information on creating User Groups.
CUCARE Customer Care Group
I:‘ FF Fulfullment
HDESK Help Desk 3
£ >

11
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User Rights

User rights should be assigned based on the yserigsponsibilities. Th&IGHTS tab is used
to define the areas of the system within a marketea can access. If your company has multiple

markets, users can be granted access to differaiets using one Login ID.

TheRIGHTS tab is also used to select what level of accessiger has in the system. All access
can be given to a user by selectigSTER RIGHTS . As a data entry tool, rights can be copied

from existing user right profiles to new users.

Selecting User Rights

Action

Description

1. Click theRIGHTS tab.

Rights for existing users are not displayed

until aMARKET is selected.

Profile Center: System Security

User Name |5P3fk?

Market -

User Information | Rights

Adwanced Options || Message/Signature

Copy Useq: Mote: If no market is selected, the user
Rights will be given the rights for all markets

I Button Available

I Read Only
I Update/Edit
™ add

I pelete

the copied user has rights to.

2. Select aMARKET from the drop down

list. A user needs to have a Security Profile
created for each one of your markets.

Profile Center: System Security

User Name [Spariey

I” Market Available

User Information

Market | PROGL -

Rights | Advance: d Options | Message/Signatu

re

A MARKET AVAILABLE option appears.

Nota: If no market is selactsd, tha
user will be given the rights for all
markets the copied user has rights to.

12
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Action

Description

3. CheckMARKET AVAILABLE to allow the When the MARKET AVAILABLE box is
user to have access to the selected Markethecked, thewASTER RIGHTS box displays
along with five security options.

Profile Center: System Security

User Name|5pafk'r’ |

User Information || Rights | Advanced Options || Message/Signature

Note: If no market is selected, the user
will be given the rights for all markets
the copied user has rights to.

Copy Use

Market | PROGL v Rights

¥ Market Available [~ Master Rights

Sample Communications Corp

Customer Care =
Systern Profiles

Rate Profiles

Sales Profiles

Action Ticketing I~ Button Available

The security options

Cycle Processing

Carrier Provisioning
Transaction Processing
Dunning

Letter Generator

™ Read anly
™ Update/Edit
™ add

™ Delete

allow you to assign
security to users by
module.

USERS WITH MASTER RIGHTS

A user must have Master Rights in order to do tlewiing within OmniBill.

Remove the OCK-OUT field on a User Security record.

View the entire Credit/Debit card number. Usershaitt Master Rights see xxx within

the card number.

Remove Suspend and Reinstate date fields on atroes accounts.

Invoke the Channel/Commission change utility ondhstomer screen.

Change an Action Ticket assignee if not a membéhehext assignee group.

See and use the functions on the Gateway'’s talintystem Utilities.

13
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Action Description

NOTE: WhenMASTER RIGHTS is selected, th€IVE SECURITY OPTIONS are removed from
the screen because a user WithSTER RIGHTS has access to all areas of the system. Any user
acting as the system administrator should have éfiaRights. Options on th@DVANCED
OPTIONS tab still must be decided upon for the user. MaRights do not include these options.

User Name|spafk‘p' ‘

User Information | Rights | Advanced Options | Message/Signature

Note: If no market is selected, the
Market | PROGL - CopyUserRights| 7] Metetd be given the rights for all

. . markets the copied user has rights to.
I Market available M Master Rights P o

Sample Communications Corp

r Care

4. Click MASTER RIGHTS to give a user accessAbaL areas of OmniBill.

Users that should not have Master Rights to theeerystem must be assigned rights to each
OmniBill module. Rights can be assigned at the: rMisliodule level and/or at the individual
module level associated with the Main Module.

GRANTING USERS RIGHTS TO INDIVIDUAL OMNIBILL MODULE S

1. Click the arrow sign next toMODULE to Individual modules associated with the
assign rights. module selected as well as thave
SECURITY OPTIONS display.

Sample Communications Corp

'y

4 | Customer Care =

By default, no rights are
granted to user without
Master Rights.

Account/Addresses
Line/Service

Account Recurring

Transactions I Button Available
Invoices -
Account Trends I™ Read only
Account Motes r Update/Edit

r
Account Other Data Add

™ Delete

Special Features/Discounts

14



)

P, (]
WE Security

Action Description

2. Check BUTTON AVAILABLE if the user The following modules only have the

should see the module when they login.  BUTTON AVAILABLE option:
Carrier Provisioning
Transaction Processing
Letter Generator
VisiBill Image Viewer
Report Generator
System Utilities.

For these six modules, th8UTTON . I e |
AVAILABLE option displays only and ¥ et dvaieole [ et mighie

Sample Communications Corp

must be selected for the user to have
access to the module.

I~ Button Available

Carrier Status Import Utilities

atus Reports

it Order File

aintain Offload Fields

By default,RIGHTS selected for the Main Module cascade to all magl@ssociated with the
selected Module. This alleviates the need to sedeety sub module when assigning the same
rights. However, if you want users to have difféneghts within the Main Module, you will need
to highlight each sub module and grant approprigtés.

3. Highlight a sub module in the list.

4. Select whichRIGHTS the user has to the In the below example when the user logs in
highlighted sub module by checkingthey will see LINE/SERVICE in the
READ ONLY, UPDATE/EDIT, ADD and/or Customer Care toolbar, but they will have
DELETE. READ ONLY ACCESS. Meaning the user

cannot:.UPDATE/EDIT , ADD, orDELETE.

Sample Communications Corp

la Customer Care =i

Account/Addresses
Line/Service

Account Recurring
Transactions — M Buttan Available

Invoices
¥ read only

™ Update/Edit
[ add
[ Delete

Account Trends
Account Notes

Account Other Data

Special Features/Discounts

Rights can be customized for every module and swdute in OmniBiIll.
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Copy an Existing User’s Rights

The COPY USER RIGHTS option is used when it is necessary to give migltissers the same
access rights to various system modules. Whenrigges are copied, the options set on the User
Information tab and the Advanced Options tabrextancluded.

Action Description

1. Click the MARKET drop down list and The MARKET AVAILABLE  check box
select a Market. appears.

Profile Center: System Security

User Name [Sparky ]

User Infarmation | Rights | Advanced Options | Message/Signature

Warket |PROGL - Ry
¥ market Available [ Master Rights

Sample Communications Corp

2. CheckMARKET AVAILABLE . When the MARKET AVAILABLE box is
checked, th#ASTER RIGHTS box and a list
of system modules appear.

3. Click the COPY USER RIGHTS drop A list of existing system users appears. If no
down list. Market is selected, the user will be given the
rights for all markets the copied user has
rights to.
4. Select theUSER from the list whose The USER NAME whose rights were copied
rights you want to copy. displays in theCOPY USER RIGHTS drop
down list. The remainder of the screen is
blank.

Profile Center: System Security

User Name |5F'Er|-<'r' |

User Information || Rights | Advanced Options | Message/Signature

; Mote: If no market is selected, the
Market h Copy User Rights user will be given the rights for all

markets the copied user has rights to.

NOTE: To view the rights just granted to the user, save exit the profile. Reopen the profile
and you will be able to view the rights granted.

16
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Advanced Options

The ADVANCED OPTIONS tab is used to define additional capabilities &ystem users.

Advanced Options are not automatically includedsfioy

Profile Center: System Security

users.

User Name ‘5DEI’|-C‘H

User Information | Rights | Advanced Options || Me

r Desktop Notes

I Password View

I pIn/PAC View

- Pre-Existing Address validate
I™ Allow Failed Address Override
I™ personal Note Access

I Global Flan Change Access
™ Trusted Functions

™ Do Not Auto-Fill Aging Grid
I Online CSR Access

I™ Force Acct. Access Note Add
I show Login Console

T A

- Participates in Collection Call Activity

I Allow Credit Report Access

™ consumer Secured Accounts Only

ssage/Signature

Desktop Notes

SelectingDESKTOP NOTES gives the user access to thESKTOP NOTES area in the Main

toolbar. If this advanced option is not selectée, wser

does not see the Desktop Notes icon in

the toolbar when they login. This setting is notke&specific. The user will or will not see this

button in all established markets depending orséting

Custarner Care Market - SAMPL/SANDRA Tools

A0S DHME I Fall I =

@

=]

To
s

Systemn Help

When the user is logged in, clicking the Desktopgesac
The user’s name displays at the top of the sciEeese
user’s Login ID.

+x{p

on displays a notepad only for that user.
notes are only accessed when using the

Desktop Notepad for Sandra

—

Craated Subject Reminder |

| subject: [

17
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Password View

When PASSWORD VIEW is checked, the user is able to view the passvsetdon aniN
(Internet)LINE TYPE DETAIL screen when viewing an Internet line.

PIN/PAC View

WhenPIN/PAC VIEW is checked, the user is able to see the persdealifiers on a customer’s
travel card or cable line.

Pre-Existing Address Validate

Customers validating addresses with DesertSoftistan, a company who validates mailing
address in the United States, can use this advautésh to give a user the ability to verify an
EXISTING address in their database.

In databases usinDESERTSOFT ADDRESS VERIFICATION, all new addresses entered are
verified automatically even if this option is neflected on the user’s security profile.

Users with the PRE-EXISTING ADDRESS

VALIDATE option selected see a

VERIFY\STANDARDIZE THIS ADDRESS
button on the Address Information tab on ¢
customer’s account.

Because DesertSoft/Strikiron assesses a co
each time an address is verified, this function

should be reserved for a select group of users

18
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Allow Failed Address Override

The ALLOW FAILED ADDRESS OVERRIDE option is used to indicate that the user has the
ability to accept an account even though StrikéDaesertsoft was unable to validate the address
for the account.

NOTE: An account must be established with Stikelros#tSoft, and the Address Verification
Parameters screen in the Gateways tab must be emdph OmniBill for these new options in
System Security to work.

Refer to Section 21 SYSTEM UTILITIES — Gateways tab for information on setting up Addre
Verification in OmniBiIll.

Personal Note Access

Users with PERSONAL NOTE ACCESS can access th&TATEMENT MESSAGES tab in
ACCOUNT NOTES when in a customer account. The user is ablelaxtsa specific cycle end
date and create a message. The message prints cumstomer invoice for the selected cycle.

Customer Care

Market - SAMP1/JOHNM

Tools

System

Help

A aO0OSE#B ¢ Il e B +XO @
Account Notes
[ Statement Message ] Account Notepad
240 records found Pzge 9 of 16
EndDate Msg
01/31/2008
02/29/2008
oa/2u/2008 oeR: Creste Date:
04/30/2008
05/31/2008
06/30/2008
07/31/2008
08/31/2008
05/30/2008
10/31/2008
11/30/2008
13/31/2008 | =+ s
01/31/2008
02/28/20039
03/21/2009
12345678910...
o ok | A cancel
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Global Plan Change Access

A user given Global Plan Change Access is ablewokie theGLOBAL MASTER RATE PLAN
column next to a Service Catggon the Service Profile/Status
Summary grid in the customer account. The samiyusl accessible from th8PECIAL tab in

UTILITY by clicking the

SYSTEM UTILITIES .

GLOBAL PLAN CHANGE ACCESS should be given to users who don't need accesdl the
utilities found in System Utilities, but may haveneed for the Global Master Rate Plan Change

Utility.

3

Service Profile /Status Sumniary

Private Line

Category Total [Pending |Jecpardy |©n Line |[Off Line
Outbound Switched Access I K H 7 2
cutbound Dedicated Access T L 1
Switched Toll Free Service L1 1
Cedicated Toll Free Service |2 B
Travel Card L1 1

3 2 1

Trusted Functions

A user withTRUSTED FUNCTION rights can access shortcut menus for specificooust care
functions that include:

Accessing the Line Inventory Table.

Viewing line provisioning history.

Reprovisioning a line.

Initiating a global commission plan change andabal master channel change (only

if user has master rights).

20
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Do Not Auto Fill Aging Grid

The DO NOT AUTO FILL AGING GRID option affects system efficiency. When checkeé, th
system bypasses the aging calculations when aruac&® opened. ThAGING DETAIL grid
does not display any past due balances ilAtBIG buckets. Only th@OTAL BILLED DUE
and theTOTAL AMOUNT DUE display. TheREFRESH button to the left of the Aging Detail
header must be used to display aging informatiahergrid.

Users with theDO NOT AUTO FILL AGING GRID option checked do not see any aging detail
when viewing an account with a past due balance.uder must click thREFRESH button in
order to fill iNAGING DETAIL in the grid.

If a User’s security profile does not have th@ NOT AUTO FILLAGING GRID option selected,
they will see Aging Detail when viewing an accouith a past due balance.

REFRESH
BUTTON

AGING
DETAIL
DISPLAYED

Online CSR Access

Users giverONLINE CSR ACCESS RIGHTS have access to the online chat feature, whictbean
used in conjunction with OmniBill. Online CSR acsés available only if a URL has been set up
in Market Defaults and the online chat software basn installed on your server. The current
database set-up restricts the number of usersdhabave this access in your database to two.

If the following message displays, when you try aagle a user it means you have exceeded the
allowed number oONLINE CSR USERS. The Online CSR Access field must be cleared deior
to save the user’s security profile.

Profile Center: System Security

ERROR in CheckFields: You have exceeded the allowed number of Online CSR Users - this will not be saved until the 'Online C5R Access' & @
checkbox has been cleared hd

User Name |New User 2 |

Contact your assigned Billing Analyst if you arepiementing this feature and require more
users to be enabled.
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Force Acct. Access Note Add

Check this option if it is necessary for an accdorie annotatedachtime it is accessed. A user
cannot leave an account screen without enteringteifthis option is checked on their security
profile.

Show Login Console

A user with theSHOW LOGIN CONSOLE option checked sees tl@MNIBILL USER LOGIN
CONSOLE when they login to the system. Login Console stmdigplays the last date and time
the user Login ID accessed the system The Logirs@erscreen is used to communicate with
the user community using date and time sensitivesages and it can also be used to retrieve
reminders as long as the user has the Allow Remiidde Access option selected in the security
profile.

The Login Console messages are created in Systdlitieblt in the Special Tab, using the
MANAGE USER LOGIN SYSTEM MESSAGES utility. Refer to Section 21 for information on
utilities.
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Allow Reminder/Due Access

The ALLOW REMINDER/DUE ACCESS option is available only if thesSHOW LOGIN
CONSOLE option is checked.

If the ALLOW REMINDER/DUE ACCESS
option is not selected, when the Login
Console  screen displays theGET
REMINDER/DUE STATUS button is grayed
out.

If both options are checked, when a user logstimosystem the Login Console screen displays
and theGET REMINDER/DUE STATUS button is enabled.
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Participates in Collection Call Activity

A user with this option selected is able to enteaCGLLECTION CALL SESSION from the
TOOLS menu after a call event has been executed frorMI®TER EVENT CALENDAR .
Refer toSection 17 Dunning/Collectionfor information regarding the Collection Call Sess

Allow Credit Report Access
Users see theREDIT REPORT - VIEW button on:

The ACCOUNT CREDIT/SETTLEMENT DETAIL screen

The CLICK HERE TO VIEW CREDIT REPORT button on the Add Wizard Detail
screen.

Both buttons are used view credit reports returged result of running a credit check using the
MicroBilt gateway. Refer t&ection 21 System Utilitiefor more information on MicroBilt.
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Consumer Secured Accounts Only

The CONSUMER SECURED ACCOUNTS ONLY option, WHEN CHECKED, forces the
Consumer Secured drop down list Y&S when a user is creating a new account using the
CUSTOMER ADD WIZARD as seen in the below screen print from the Custékdd Wizard
screen. The customer must go through the credakgheocess setup in OmniBill.

EXAMPLE FROM OMNICARE

The CONSUMER SECURED ACCOUNTS ONLY option, WHEN UNCHECKED, gives the user
one of two options (YES or NO) when setting up & aecount in OmniCare:

EXAMPLES FROM OMNICARE:

SelectingCUSTOMER SECURED - YES-— the account will be run through the credit
check before it can be added into OmniCare.

SelectingCUSTOMER SECURED - NO - the account can bypass the credit reporting
process.
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Message/Signature

The MESSAGE/SIGNATURE tab is available only if the user is designated asistomer service
representative on theSER INFORMATION tab. A message that can be up to four lines, 60
characters a line, can be created and maintainethéouser. The message prints on customer
invoices each billing cycle for accounts the userassigned to as the customer service
representative. No word-processing capabilitiesaseglable.

The user’s title can be entered in tHELE input box.
A graphic signature file must exist in a folderideated by your System Administrator.
Enter the exact name of the file in the field pd=ad.

Click UPLOAD SIGNATURE FILE .

The user has the option to use their signaturetiledon aQUICK LETTER generated from
ACCOUNT NOTES when in a customer account. The signature onlearspon letters that are
sent directly to the printer.
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Updating an Existing User Profile

Any user with access to security can make chargesdr profiles. If a user is logged on to the
system when changes to their profile are madechleges do not take effect until next time the

user logs into the system.
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